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Outline
• Real-world examples of cyber-physical systems of systems
• Properties of cyber-physical systems of systems
• Research challenges:
– Distributed / coordinated management
– Support for engineering and re-engineering
– Cognitive cyber-physical systems – make use of “big data”

• Examples of ongoing research
– Constraint negotiation and price-based coordination
– Population control and coalitional control
– DYMASOS engineering platform

•

Summary
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Four real-world cyber-physical systems of systems
• Chemical production sites (INEOS, BASF Germany).
– Optimal use of resources and equipment
– Steam network management
– Reduction of energy consumption and environmental impact

• Electrical distribution grid (HEP, Croatia)
– Cooperative management of consumers and producers
– Reduction of energy losses guaranteeing grid stability

• Electrical vehicle charging (AYESA, Spain)
– Management of charging infrastructure in the ciy of Malaga
– Meeting customer demands
– Guaranteeing power network stability

Overview DYMASOS Case Studies IAB Zurich
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Example: Integrated Chemical Production Site
• Production site of INEOS in Cologne,
Germany
More than 16 plants
Thousands of sensors
Thousands of actuators
Several hundred tons of raw
materials processed per hour
– Several hundred tons of steam per
hour
– Plants connected by internal
networks
–
–
–
–

•
•
•
•
•

Electricity
Fuel gas
Steam (at different pressures)
Nitrogen
Intermediates
SoS Workshop, May 28, 2015, Florence
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Integrated petrochemical site

Overview DYMASOS Case Studies IAB Zurich
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INEOS Case: Site structure
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INEOS Case: Site management
•
•

15 plants and 12 connecting networks
Most important: Crackers and power plant
– Power plant is also a waste burning facility
– Power plant provides steam and electricity

•

Site Management
– Plants are operated by different business
units
– Local optimization
– Central long term planning

•
•

Internal transfer prices for resources
Coordination:
– Regular optimization of the site operation
– Daily site meeting to adapt the bi-weekly
plans
– Event driven changes if necessary

•

Site optimum ?
Overview DYMASOS Case Studies IAB Zurich

7

INEOS Case: Networks balancing
•

Different options for different networks – use buffer, produce, buy,
store, sell
Shared
resource

Shortage

Excess

Buffer

Storage

5 bar steam

produce

vent

No

30 bar steam

produce

convert to 5 bar

Hydrogen

produce/buy

Sell

≈30 t

Propylene

produce/buy

Sell

Ethylene

produce/buy

Sell

High pressure
fuel gas

produce/buy

Electrical power

produce/buy

≈30 t

No

≈10 t

Yes

No

Yes

No

Yes

n.a.

No

Yes

send to grid

No

No
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INEOS Case: Models and goals
•
•

For all units, stationary models are available
Different levels of detail:
– Nonlinear model(s) of the power plant
– Local linear models for other units

•

Models are being extended by simplified dynamics

•

Goal:
– Site-wide energetic optimization while meeting the
production targets
– Maintaining local optimization but adapting the transfer
prices

Overview DYMASOS Case Studies IAB Zurich
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Integrated Chemical Production Site: Structure
• Complex, interconnected,
distributed automation architectures

Automation
system

Site-wide coordination

Local control

Physical
systems

Communication
Simplified representation with
three processing plants:

Power
plant

Steam
networks

Electricity
networks

Cracker
Material
networks
Ammonia
pant
SoS Workshop, May 28, 2015, Florence
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BASF Surfactant plant
•
•
•

•
•

Multiproduct semibatch production plant
Production of a variety
of surfactants (tensides)
Used for the production
of detergents that we
use on a daily base
n reactors
Shared resources:
–
–
–
–

Raw materials
Steam
Cooling water
Vacuum system

Overview DYMASOS Case Studies IAB Zurich
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Challenges
•
•

Large product volumes of several surfactants
 Economically attractive for optimization
Surfactant plant comprises n reactors
– Physically coupled via networks of raw materials, cooling water, and steam
– Availability of the shared resources is vital for the operation of the
reactors.
– Resources are limited
– Any shortage in one of the shared resources acts as a disturbance on the
operation of the reactors.
– Reactor operation is pre-planned  Unexpected delays are considered as
disturbances of the schedule.

•

In order to run the plant at maximum capacity, the shared and
constrained resources must be distributed optimally.

Overview DYMASOS Case Studies IAB Zurich
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Individual reactors
Main reaction
•

Alkoxylation reaction

•

Raw material: Alkylen oxides (e.g. ethylene
oxide/ propylene oxide)  Catalytic reaction

•

Products: Alkyl-type hydrocarbon
chains (surfactants)

Recipes
•
•
•
•
•
•

Dosing of raw material
Preparation (e.g. heating up)
Reaction (dosing of raw material)
Post-reaction (e.g. cooling down)
Discharging
Cleaning

Reactor model
•
•
•

First principles models available
Dynamic differential algebraic equations
including mass/heat balances, chain
population balance, …

Overview DYMASOS Case Studies IAB Zurich
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Local optimization
•

Objective
– Optimal operation of the individual reactors under known constraints on
the resources (e.g. time optimal operation)

•

Degrees of freedom
– Alkylene oxide dosing rate
– Jacket temperature (control by flow rates of steam and deionized water)

•

Constraints (local)
– Reactor temperature (lower and upper limit)
– Reactor pressure (upper limit)
– End point product quality requirements (e.g. chain length, chain length
distribution)
– Deionized water (cooling medium) flow rate (upper limit)
– Steam (heating medium) flow rate (upper limit)
– Alkylene oxide flow rate (upper limit)
– Total amount of the alkylene oxide fed to the reactor
Overview DYMASOS Case Studies IAB Zurich
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Coordination task
 Dynamic optimization of individual subsystems is not sufficient to reach the
plant wide optimum
 Coordination of the local optimizers to improve the operation of the semibatch plant by prioritizing the distribution of the shared resources in
the presence of local and global disturbances and using local optimizers
•

Objective
– Maximize the overall profit and meet the demands in the presence of
disturbances (the demand is determined by customer contracts and
the production plan)

•

Degrees of freedom
– Maximum allowed steam/fresh deionized water feeding rate to each
primary cooling loop (for individual reactors)
– Maximum allowed raw material flow rate to each reactor
– Timing of the different batch phases across different reactors
– Re-scheduling of production orders
– Transfer prices
Overview DYMASOS Case Studies IAB Zurich
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Coordination task (2)
•

Global constraints
–
–
–
–
–
–

•

Raw material limitations: alkylen oxide, catalyst, etc.
Cooling/heating capacity limitations
Secondary cooling loop pump power limitation
Tank storage limitation (raw material and/or product tanks)
Human resources limitation
Demand, production deadlines and penalties, economical constraints

Global disturbances
– Availability of raw materials
– Steam availability (pressure drop in the steam network )
– Deionized water network disturbances (e.g. day/night temperature
variation)
– Unexpected delays (failures in batch steps in any other reactor)
– Changes of priorities

Overview DYMASOS Case Studies IAB Zurich
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Example: Multi-product Batch Plant
• Multi-product batch plant (BASF)
– Similar structure
Plant-wide coordination

Automation
system

Physical
systems

Communication

Local control

Reactor 1

Reactor 2

Reactor 3

SoS Workshop, May 28, 2015, Florence
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water

Raw
materials

Vaccum
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17

Electric grid management problem
supports
distributed
energy resource
deployment
enables selfhealing and
autonomous
restoration

reduces
maintenance and
intervention

allows for bidirectional flow
of energy and
information

protects against
technical and
commercial losses

minimizes
investment and
operations costs

enhances security
of supply and
power quality

Overview DYMASOS Case Studies IAB Zurich
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Self-Organizing Energy Automation Systems
coordinating smart components within the grid
MULTI-AGENT ARCHITECTURE FOR POWER GRIDS
(SCHEMATIC)

*)
*)

*)

Design Principles:
• Smart components.

Network
Transport
Agent

*)

• Use plug and play
for engineering.
• Coordination of local
algorithms whenever
necessary

*) Personal
Energy
Agent

Böse, C.; Hoffmann, C; Kern, C.; Metzger M.:
New Principles of Operating Electrical
Distribution Networks with a high Degree of
Decentralized Generation, 20th International
Conference on Electricity Distribution, Prague (2009).
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*)

Area
Administrator

Corporate Technology

*)

Balance
Master

Electricity
Police

*)
*) Personal Energy Agent
unrestricted © Siemens AG 2014. All rights reserved

Local dynamic management problem
Potential benefits of improving the dynamic management:
• Reduction of losses
• Improvment of voltage profiles
• Increased capacity of the grid
• Environmental benefits
It is assumed that local systems have access to the current price of the energy (or
to the daily profile of the price).
Local systems (producers as well as consumers) considered as directly controllable
by the DSO.
Local systems receive references
from the DSO.

Overview DYMASOS Case Studies IAB Zurich
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Electrical Distribution Grid
• Grid operation
– Similar structure
Grid-wide optimization

Automation
system

Local optimization

SoS Workshop, May 28, 2015, Florence

Communication

Physical
systems
:
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Electric vehicle charging
•
•
•

Electric vehicles can contribute to a reduction in greenhouse
gases emissions.
Their widespread deployment depends on charging infrastructures
and their proper management.
Concurrent agents in action:
–
–
–
–

•

•

Network operator
Electricity marketer
Parking owners
Car owners

Management of the charging points is inseparably linked to the
management of the network, so that no incidents arise from the
provision of these new services.
Therefore, it is necessary to evaluate the impact of charging
facilities for electric vehicles, public and private, and to establish
mechanisms to ensure grid stability in all circumstances.
Overview DYMASOS Case Studies IAB Zurich

22

Ayesa:
Charging facilities for electric vehicles
There are EV charging stations with
different technologies, different
function modes, different maximum
power, energy direction (V2G), etc.
Thus, their inclusion in the grid will
not be the same. They have the
ability to operate at different times
of day, affecting different sub‐grids
and unforeseen total power, so it is
very important to evaluate the
impact of charging infrastructure,
fast recharge and V2G.
It is essential that these new
elements do not cause problems on
the grid, and that they also do not
affect the quality levels of the
energy supply to be met by the grid.

Overview DYMASOS Case Studies IAB Zurich
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EV Charging: Problems, strategies & actors
Issues
Strategies

Actors

Electrical demand
management

Anxiety
of driver

Maximize use of
charging infrastructure

X

X

Suitable position for installing
fast charging points

• Charging manager
• Distribution company
• Customer

X

Dynamic pricing for selling
energy

• Charging manager
• Customer

X

Buying energy

• Charging manager

X

Bonus/penalty

• Charging manager
• Customer

Power limitation

• Charging manager
• Distribution company

X

V2G calls

• Charging manager
• Distribution company
• Customer

X

Efficient routing

• Charging manager
• Other charging managers
• Customer

X

X
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Scope of the problem
• Focus:
– Demand management from the charging manager’s point of view

• Strategies:
– Power limitation/V2G calls
– Buying energy
– Dynamic pricing for selling energy

• Types of contracts:
– Fast charge
– Long-stay charge
– Groups of users

• Scenarios:
– Current: 200 EVs, 9 charging infrastructures, 1 charging manager
– Increased: 2.000 EVs, 60 charging infrastructures, 4 charging
managers
Overview DYMASOS Case Studies IAB Zurich
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Modeling and simulation
•

Demand behavior model
– Given a prediction of price and demand evolution, a new expected
demand profile is calculated as a result of a new price evolution.

•

Group dynamics:
– A simple approach to model
how the number of users
belonging to the different
contract groups and Charging
Managers evolve according to a
certain user welfare index.

Overview DYMASOS Case Studies IAB Zurich
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Modeling and simulation (2)
•

Three groups of users
–
–
–

•

Each group characterized by:
–
–

•

Number of users
Cost

Flow of users:

𝑞𝑖,𝑗 = 𝛼𝑖 𝑐𝑖∗ − 𝛼𝑗 𝑐𝑗∗
– where 𝑐 ∗ is a virtual cost which includes the
energy costs and the savings offered with a set of
weights.
– The cost of each group depends on different
factors depending on the group.
𝑃𝑃
𝑐𝑖𝐿𝐿𝐿 =
𝜂𝑖
𝑐𝑖𝐹𝐹 = 0
𝑐𝑖𝐺𝐺 = 𝑃𝐺𝐺 − 𝑃𝑃𝑢𝑖 𝜓𝑖
0,4𝑢𝑖
–
–
–
–

•

Fast Charge (FC)
Long-Stay Charge (LSC)
Groups of Users (GU)

F
C
𝑢𝐹𝐹
∗
𝑐𝐹𝐹

GU
𝑢𝐺𝐺
∗
𝑐𝐺𝐺
LSC
𝑢𝐿𝐿𝐿
∗
𝑐𝐿𝐿𝐿

PR: Power Requested.
𝜂𝑖 y 𝜓𝑖 energy price.
𝑃𝐺𝐺 : Amount of Power in the Energy Pack.
𝑃𝑃: Mean power consumed per user.

The number of users of each group:
𝑑𝑢𝑖
= � 𝑞𝑗𝑗 − � 𝑞𝑖𝑖
𝑑𝑑
∀𝑗

∀𝑘
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Modeling and simulation (3)
Simulation framework
We assume a certain number of
Charging Managers characterized by:
– Users
– Contract groups
EC
– Contract terms
– Known demand and price
historic of records
The decisions of these Charging
Managers will result in a certain
behavior of the demand and in a
certain welfare level.
Possible to evaluate how different
pricing strategies affects a
performance index.

LM2

EC

LM1

V2G
EP

V2G

Overview DYMASOS Case Studies IAB Zurich
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Example: Electric Vehicle Charging Network
• Electric Vehicle Charging (AYESA)
– Similar structure
Network management

Automation
system

Communication

Physical
systems
:

Charging managers

Charging point

Charging point

Electricity
network
Charging point

Material
networks

SoS Workshop, May 28, 2015, Florence
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Importance of Cyber-physical
Systems of Systems
•
•
•
•
•
•

Key elements of the socio-technical infrastructure
Providing essential services to the citizens
Backbone of the industrial infrastructure
Vulnerable
Difficult to engineer and to operate
Good engineering and efficient management is crucial for
– Energy and resource efficiency
– Economic competitiveness of the industries
– Quality of life

• The main potential is on the system level, not on subsystem
control and optimization

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Characteristics: Physical System Elements
• Significant number of interacting components that are (partially)
physically coupled and together fulfill a certain function, provide a
service, or generate products.
• The components can provide services independently but the
performance of the overall system depends on the “orchestration”
of the components.
• After a removal of some components, the overall system can still
fulfill its function, with reduced performance.
• The physical size or geographic distribution of the system is not
essential but its complexity and the partial autonomy of the
components.

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Characteristics: Control and Management
• Not performed in a completely centralized or top-down manner
with one “authority” providing all the necessary control signals but
with distributed decision power
• Structures vary from a (multi-layered) hierarchy to a fully
decentralized structure where only technical constraints, economic
incentives and human interactions connect the subsystems.
• Partial autonomy of the control and management systems of the
components
– Disturbances can be handled (to some extent) locally
– Subsystems can exhibit “selfish” behaviour with local goals, and preferences.
– Autonomy can result from human users or supervisors taking or influencing
the local decisions.

• The “managerial element” of the components goes beyond classical
decentralized control.
• Drivers are economic, social and ecologic.
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Dynamic Reconfiguration and Evolution
• Addition, modification, replacement or removal of components
on different time scales
• Changes of the connectivity and the mode of operation
– Components may come and go (like in air traffic control)
– Reaction to faults
– Changes of system structures and management strategies following
changes of demands, supplies or regulations.

• Systems operate and are continuously improved and modified
over long periods of time.
– The infrastructure “lives” for 30 or more years, and new functionalities
or improved performance have to be realized with only limited changes.
– Management and control software has long periods of service, while the
computing hardware base and the communication infrastructure change
much more rapidly.

• Engineering is re-engineering and takes place at run time.
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Characteristics: Emerging Behaviour
• Occurrence of pattern formation, self-organization, oscillations
and instabilities on the system level
• Not always anticipated in the design
• Many emerging phenomena are not intended in technical
systems
• Simple feedback phenomena and design flaws should not be
mixed up with emerging behaviour.

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Enabling Technologies
• Communication technologies, standardized protocols, Internet of
Things
• Computing technologies, high-performance and distributed
computing, multicore and mixed-criticality computing, low
power processing / energy harvesting for ubiquitous installation
• Sensors, including energy harvesting
• Management and analysis of huge amounts of data (“big data”).
• Human-machine interfaces, e.g. head up displays, display
glasses, polymer electronics and organic LEDs
• Security of distributed/ cloud computing and of communication
systems
• Systems and control theory and technology
• …
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Transdisciplinary Approach Needed
•
•

•

•
•

Cyber-physical systems of systems require a multi-disciplinary approach!
The behaviour of the physical part of the system must be modelled,
simulated and analysed using methods from continuous systems theory,
e.g. large-scale simulation, stability analysis, design of stabilizing controls
Methods and tools from computer science for the modelling of distributed
discrete systems, for verification and testing, assume-guarantee methods,
contract-based assertions etc. are indispensable to capture both the
behaviour on the low level (discrete control logic, communication, effects
of distributed computing) and global effects, in the latter case based on
abstract models of complete subsystems.
Logistic models as well as models and tools for performance analysis of
discrete systems are needed for system-wide performance analysis.
Theories from physics, e.g. structure formation in large systems, and from
economics and social science (market mechanisms, evolution of beliefs
and activity in large groups) may also prove to be useful.
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Research and Innovation Challenges
• Distributed management of cyber-physical systems of systems:
Key challenge in many areas:
–
–
–
–
–

Smart transportation and logistics
Smart power systems and smart buildings
Efficient industrial production
Gas, water networks
and many more

• Engineering support for the design-operation continuum of
cyber-physical systems of systems
• Cognitive CPSoS
– with innovative use of the large amounts of data that are collected
in CPSoS
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Distributed Management of Cyber-physical
Systems of Systems
• Decision structures and system architectures
• Self-organization, structure formation, and emergent behaviour in
technical systems of systems
• Real-time monitoring, exception handling, fault detection and
mitigation of faults and degradation
• Adaptation and integration of new components
• Humans in the loop and collaborative decision making
• Trust in large distributed systems

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Decision Structures and System Architectures
• Strategies for coordination and distributed control and
optimization
• Better understanding needed how the management structure
(centralized, hierarchical, distributed, clustered) inﬂuences system
performance and robustness.
• Stochastic optimization and risk management for CPSoS

S. Engell - Research Challenges in Cyber-physical Systems of Systems

39

Structure Formation, Emergent Behaviours
• Due to local autonomy and dynamic interactions, cyber-physical
systems of systems can realize self-organization and exhibit
structure formation and system-wide instability.
• The prediction of such system-wide phenomena is an open
challenge at the moment.
• Distributed management and control methods must be designed
such that CPSoS do not show undesired emerging behaviour.
• Inputs from the field of dynamic structure formation or pattern
formation in large systems with uncertain elements could be
combined with classical stability analysis and assume-guarantee
reasoning.

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Monitoring and Exception Handling
• Due to the large scale and the complexity of systems of systems,
the occurrence of failures is the norm in CPSoS.
• Performance is crucially influenced by the reactions to unforeseen
events.
• Mechanisms for the detection of abnormal states and for fail-soft
mechanisms and fault tolerance by suitable exchange of
information and mechanisms at the systems level.
• Advanced monitoring of the state of the system and triggering of
preventive maintenance will greatly improve performance.
• Faults propagate over the different layers of the management and
automation hierarchy. Unforeseen events must therefore be
handled across the layers by design.
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Interaction with Human Users / Operators
• Filtering and appropriate presentation of information to human
users and operators are crucial for the acceptance of advanced
computer-based solutions.
• Human capacity of attention and how to provide motivation for
sufficient attention and consistent decision making must be
investigated. Learn from automotive.
• Monitoring of the actions of the users and anticipating their
behaviours and modelling their situation awareness
• Social phenomena (e.g. the dynamics of user groups) must also
be taken into account.
• Capabilities of humans and machines in real-time monitoring
and decision making must be combined optimally.
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Trust in Large Distributed Systems
• Cyber-security is a very important element in cyber-physical
systems of systems.
• A specific CPSoS challenge is the recognition of obstructive
injections of signals or takeovers of components in order to
cause malfunctions, suboptimal performance, shutdowns or
accidents, e.g. power outages.
• The detection of such attacks requires to take into account both
the behaviour of the physical elements and of the computerized
monitoring, control and management systems.
• Suitable isolation procedures and soft (partial) shut-down
strategies must be designed.

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Management Methods

Populationcontrol
techniques
that are
motivated by the
behavior of
biological
systems

Market-like
mechanisms
that achieve
global optimality
by the iterative
setting of prices
or resource
constraints

DYMASOS Overview Project Review May 27,
2015, Florence

Coalition games,
where agents
group
dynamically to
pursue common
goals
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Economics-driven
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Market-based
Management of SoS
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Coordination Task
• Distributed economics-driven management for petrochemical
site (simplified INEOS case study)
• Distributed management performed manually at the site
• Three plants with three
products:
– C2, C3 and Am

• Four inputs:
– power plant
performance, naphtha,
severity and natural gas

• Four networks:
– fuel gas, hydrogen,
5 bar and 30 bar steam
47

SoS point of view
• Plants optimized from BU perspective (Subsystems)
– Local optima
– Restricted sharing of information (economic KPIs)

• Site-wide coordination to satisfy the constraints
– Maximum steam production
– Jetty slots
– Tank levels, etc.

• Goal: Reduce the total cost for site operation
– Drive plant to local optima matching overall global optimum
– Determine optimal values for transfer prices in different scenarios
– Optimize plant operation on short scale using dynamic models

27.05.2015

DYMASOS Review Meeting - Florence
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Problem Formulation
• Overall (global) optimization
min

� 𝐽̃𝑖 (𝑥𝑖 , 𝑢𝑖 )

s. t.

𝑓 𝑥,̇ 𝑥, 𝑢 = 0

𝑢𝑖 ,∀𝑖

∀𝑖

� 𝑢𝑖 ≤ 𝑆𝑆𝑆𝑆𝑆𝑆
∀𝑖

• Economics-driven objective
• Considering the plant
dynamics and balances
• Respecting the availability
of the shared resources
(material, energy)

• Problem is often hard to solve for real-world applications
• Decentralized management requires coordination between
local optimizers
49

Coordination via Constraint Negotiation
• Idea: Achievement of the • Local optimization
optimal allocation of
min 𝐽𝑖 𝑢𝑖
shared resources via
𝑢𝑖
moving along the active
constraints
s. t. 𝑢𝑖 ≤ 𝑆𝑆𝑆𝑆𝑆𝑆 − � 𝑢𝑗
• Agents informed about the
∀𝑗≠𝑖
aggregate consumption
Negotiation coordinator
𝑢1𝑘 , 𝜆1𝑘
𝑢𝑛𝑘 , 𝜆𝑘𝑛
𝑢𝑖𝑘 , 𝜆𝑘𝑖
∑𝑢
∑𝑢
∑𝑢
• Agents report the
Optimizer1
Optimizeri
Optimizern
consumption of resources
and their respective
affinity to shared resources
Unit1
Uniti
Unitn
• No constraints relaxation
-> Feasible-path approach
Shared Resources
50

Constraint Negotiation Algorithm
(Bitmead et al.)
Negotiation coordinator
∑𝑢

Optimizer1

𝑢1𝑘 , 𝜆1𝑘

𝑢𝑖𝑘 , 𝜆𝑘𝑖

∑𝑢

Optimizeri

∑𝑢

Optimizern

𝑢𝑛𝑘 , 𝜆𝑘𝑛

𝑓
1. Start with a feasible point ∑∀𝑖 𝑢𝑖 ≤ 𝑆𝑆𝑆𝑆𝑆𝑆

2. Pick a subsystem Si and find a proposal via SQP-like step
1
1 𝑇 2
𝑇
min 𝛻𝐽𝑖 𝑢𝑖 |𝑢𝑓 +
� 𝜆𝑗 𝑝𝑖 + 𝑝𝑖 𝛻𝑢𝑖 𝐽 𝑢𝑖 |𝑢𝑓 𝑝𝑖
𝑝𝑖
𝑛−1
2
𝑖
𝑖
𝑗≠𝑖

𝑓

3. Negotiation coordinator implements: 𝑢𝑖 = 𝑢𝑖 + 𝛼𝑝𝑖

– step size 𝛼 – a degree of freedom of the negotiation coordinator
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Constraint Negotiation Algorithm ct’d
Negotiation coordinator
𝑢1𝑘 , 𝜆1𝑘

∑𝑢

𝑢𝑖𝑘 , 𝜆𝑘𝑖

∑𝑢

Optimizer1

∑𝑢

Optimizeri

Optimizern

4. Evaluate the proposal for the rest of agents
𝑓
min 𝐽𝑗 𝑢𝑗 + 𝑝𝑗
𝑓

𝑝𝑗

𝑓

𝑢𝑛𝑘 , 𝜆𝑘𝑛

𝑓

s. t. 𝑢𝑗 +𝑝𝑗 ≤ 𝑆𝑆𝑆𝑆𝑆𝑆 − 𝑢𝑖 + 𝛼𝛼𝑖 − � 𝑢𝑘 + 𝑝𝑘
𝑘≠𝑗,𝑖

5. (Optional) Repeat the proposal generation/evaluation
procedure starting with different Si, pick the best
negotiating sequence (smallest Δ𝐽𝑗 )
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Example – Four-Tank Benchmark
• Standard problem of
hierarchical Model
Predictive Control –
structurally the same as
the studied problem
• Goal: Track the set
points in Tank 1 and
Tank 2
• Couplings between the
actuation (flow rates)
can be expressed as
shared resources
53

Centralized Solution

54

Decentralized Solution to Subsystem 1

55

Coordination via Constraint Negotiation

56

Price-based Coordination
• Nonlinear local models are unknown to the coordinator
• Local optimizers calculate optimum and communicate
needs to coordinator
Global Coordinator
• Coordinator
λjn(k) u*jn(k)
iteratively
λj1(k) u*j1(k) λji(k) u*ji(k)
adjusts transfer
Local
Local
Local
optimizer 1
optimizer 2
optimizer N
prices to satisfy
global constraints
Plant 1

Plant 2

Plant N

shared resource
27.05.2015
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Site Optimization
•

Optimization problem:
minimize

𝑢=[𝑢1 ;𝑢2 ;…𝑢𝑁 ]

𝑁

�
𝑖=1

demand tracking
𝑇
𝑦𝑖 − 𝐷𝑖 𝑇 𝑃𝑖 𝑦𝑖 − 𝐷𝑖 + 𝑝𝑟,𝑖
𝑢𝑖 + 𝑝𝑡𝑇 𝐴+
𝑖 𝑢𝑖

cost minimization

– Di demands for the products 𝑦i with diagonal penalty matrix 𝑃𝑖
𝑇
– 𝑝𝑟,𝑖
price of the resources (manipulated variables)

– 𝐴+
𝑖 the consumer part of the coupling matrix
– 𝑝𝑡𝑇 price for using the shared resource infrastructure (paid by the user)

subject to:

𝑓𝑖 𝑥𝑖̇ , 𝑥𝑖 , 𝑢𝑖 = 0 stationary models of the units
relationship between the product streams and the states
𝑦𝑖 = ℎ𝑖 𝑥𝑖
manipulated variable domain
𝑢𝑖 ∈ 𝑈𝑖
network balancing
balancing of the shared resources
𝐴𝐴 = 𝑏
04/06/2015
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Price Based Coordination
Dualization – Augmented Lagrangian

•

Lagrange Multiplier and quadratic penalty
𝑁

ℒ𝜈 u, λ ≔ � ℒ𝜈,𝑖 ui , λ
𝑢𝑖

𝑖=1

𝑁

𝑁

𝑖=1

𝑖=1

T
≔ � 𝑦𝑖 − 𝐷𝑖 𝑇 𝑃𝑖 𝑦𝑖 − 𝐷𝑖 + 𝑝𝑟𝑇 𝑢𝑖 + 𝑝𝑡𝑇 𝐴+
� 𝐴𝑖 𝑢𝑖 − 𝑏 +
𝑖 𝑢𝑖 + λ

𝑁

𝜌
� 𝐴𝑖 𝑢𝑖 − 𝑏
2
𝑖=1

– The dual variable provides marginal prices for the resources

2
2

•

Not separable due to the augmented Lagrangian term

•

In order to make the augmented Lagrangian separable, slack variables
𝑧𝑖 are introduced

04/06/2015
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Price Based Coordination - ADMM
• Overall optimization
min � 𝐽𝑖 𝑢𝑖
𝑢𝑖 ,∀𝑖

s. t. � 𝑢𝑖 ≤ 𝑆𝑆𝑆𝑆𝑆𝑆 ⇔

� 𝑧𝑖 ≤ 𝑆𝑆𝑆𝑆𝑆𝑆
∀𝑖

𝑧𝑖 = 𝑢𝑖
• Local optimization (separable Augmented Lagrangian)
𝜌
+ = arg min 𝐽 𝑢 + 𝜆𝑇 (𝑢 − 𝑧 ) +
𝑢𝑖 − 𝑧𝑖 2
𝑢
𝑖 𝑖
𝑖
𝑖
𝑢𝑖
2
+
+ +
𝑧𝑖 = arg min 𝐿𝑖 (𝑢𝑖 , 𝜆 , 𝑧𝑖 )
∀𝑖

• Coordinator

∀𝑖

𝑧𝑖

𝜆+ = 𝜆 + 𝛼 � 𝑢𝑖+ − 𝑆𝑆𝑆𝑆𝑆𝑆
∀𝑖

• Relaxation of the primal feasibility and convexification of
local objective functions
60

Solution techniques: IUM vs. ADMM
•

ADMM (Alternating Direction Method of Multipliers)
𝑁

min Φ = � 𝐽𝑖 𝑢𝑖 , 𝑥𝑖 + 𝑝𝑇 𝑟𝑖 − 𝑧𝑖 + 𝑟𝑖 − 𝑧𝑖
𝑢𝑖

𝜌
𝑢 = arg min 𝐽𝑖 𝑢𝑖 + 𝑝 𝑟𝑖 − 𝑧𝑖 + 𝑟𝑖 − 𝑧𝑖
𝑢𝑖
2
+
+
𝑝 = 𝑝 + 𝜌𝑟̅
𝑧𝑖+ = 𝑟𝑖 − 𝑟̅
𝑟𝑖 = 𝑓(𝑢𝑖 , 𝑥𝑖 )
+

•

𝑖=1

𝑇

IUM (Inexact Uzawa Method)

𝑁

� =Φ+�
min Φ
𝑢𝑖

•
•

𝑖=1

𝐷 is a diagonal block matrix
If 𝐷 ≻ 0, problem strictly convex

27.05.2015

1
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2
𝐷
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Model of the INEOS site
• Model structure:
𝑥 𝑘 + 1 = 𝐴 𝑥 𝑘 + 𝐵 𝑢(𝑘)
𝑟 𝑘 + 1 = 𝑆𝐴 𝑥 𝑘 + 1 + 𝑆𝐵 𝑢 𝑘 + 1
𝑦 𝑘+1 =𝐶𝑥 𝑘+1

• 𝑥 denotes the states, 𝑦 the outputs, 𝑢 the inputs, 𝑟 the
common resources
• Solved on a 3h moving horizon and 15min sampling time

27.05.2015
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Case Study Simulation Results

27.05.2015
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Case Study Simulation Results

Deviation of production from the centralized solution 𝑦 ∗ − 𝑦𝑖
ADMM: solid red, IUM-dashed blue
27.05.2015
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Case Study Simulation Results

Equilibrium price for three shared resources

27.05.2015
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Case Study Simulation Results

Number of iterations of the coordination method in each step
ADMM: solid red, IUM-dashed blue

27.05.2015
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Case Study Simulation Results

• Both algorithms converge to the site-wide optimum
• Coordination algorithms provide a fast reaction to
variations of common resource demands
• Large number of iterations for changes in demands

27.05.2015
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Summary: Market-based methods
• Coordination via constraint negotiation
– Feasible-path approach (no relaxation of coupling constraints);
potential for real-world application in conservative industries
– Increased amount of communication compared to price-based
techniques

• Price based coordination
– Infeasible path approach for arriving at the global optimum
– Suitable for communication-restricted management problems
– Developed extensions make it possible to tackle significantly
larger class of real-world problems
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Publications
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S. Shahidi, R. Paulen, S. Engell: Two-layer Hierarchical Predictive
Control via Negotiation of Active Constraints, Submitted to: 5th IFAC
Conference on Nonlinear Model Predictive Control (NMPC'15), Seville,
Spain, October 2015.

•

G. Stojanovski, L.S. Maxeiner, S. Krämer, S. Engell: Real-time shared
resource allocation by price coordination in an integrated
petrochemical site, Accepted for: European Control Conference 2015,
Linz, Austria, July 2015.

•

S. Nazari, C. Sonntag, G. Stojanovski, S. Engell: A modelling,
simulation, and validation framework for the distributed management
of large-scale processing systems, Accepted for: PSE/ESCAPE 2015,
Copenhagen, Denmark, June 2015.

•

DYMASOS Deliverable 2.1: Report on iterative constraint imposing
coordination strategies for the management of systems of systems
with physical couplings, Submitted in M18 (March 2015).
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G. Stojanovski, L.S. Maxeiner, S. Krämer, S. Engell: Real-time shared
resource allocation by price coordination in an integrated
petrochemical site, Accepted for: European Control Conference 2015,
Linz, Austria, July 2015.

•

S. Nazari, C. Sonntag, G. Stojanovski, S. Engell: A modelling,
simulation, and validation framework for the distributed management
of large-scale processing systems, Accepted for: PSE/ESCAPE 2015,
Copenhagen, Denmark, June 2015.

•

DYMASOS Deliverable 2.1: Report on iterative constraint imposing
coordination strategies for the management of systems of systems
with physical couplings, Submitted in M18 (March 2015).
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Other approaches pursued in DYMASOS
• Population control
(ETH Zurich, John Lygeros, Sergio Grammatico et al.)
– Independent local “agents” which optimize their cost functions
– Information exchange about an aggregated result of the local
optimizations

• Coalitional control
(University of Sevilla, Eduardo Camacho et al.)
– Dynamic structuring of the global problem into decoupled
subproblems (coalitions)
– Bottom-up or top-down forming of coalitions
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Comparison of DYMASOS
approaches to SoS
management
Sergio Grammatico (ETH Zurich), Radoslav Paulen (TU
Dortmund), Filiberto Fele (University of Seville)
Florence, Italy, 27/05/2015

This project has received funding from the European Union’s Seventh Programme for research,
technological
development
demonstration
under development
grant agreement
No 611281.
This project has received funding
from the European
Union’s Seventhand
Programme
for research, technological
and demonstration
under grant agreement No 611281.

Population Control
• Microscopic agent behavior

• Macroscopic coupling: Population behavior

• Broadcast coordination

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.
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Market based Coordination
• Microscopic agent behavior

• Macroscopic coupling: Shared resource

• Broadcast coordination

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.
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Coalitional Control
• Coalition behavior

• Coupling: Linear dynamics

• Local interactions

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.
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Setups and Objectives

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.
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Information and Results

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.

77

Coupling, Costs, Constraints

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.

78

Information and Results

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.

79

Conditions for convergence

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.
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Summary
• Population Control:
- Coordinated decentralized convergence to a Nash
equilibrium in non-cooperative large-scale multi-agent SoS.
• Market based Coordination:
- Coordinated decentralized solution to convex optimization
problems with separable cost and coupling constraints in
cooperative multi-agent SoS.
• Coalitional Control:
- Local interactions to converge towards a coalitional
equilibrium in semi-cooperative multi-agent SoS.

This project has received funding from the European Union’s Seventh Programme for research, technological development and demonstration under grant agreement No 611281.
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Engineering Methods and Tools
• To support the design-operation continuum of cyber-physical
systems of systems
• Integrated engineering of CPSoS over their full life-cycle
• Establishing system-wide and key properties of CPSoS
• Modelling, simulation, and optimization of CPSoS

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Development Cycle for CPSoS

Traditional

Iterative Approach (DANSE)
CPSoS are never finished!

CPSoS is supported by the European Commission under the 7th Framework Programme for Research & Technological Development (2007-2013) - ICT theme

Modelling, simulation, and optimization of
CPSoS
Challenges
• High cost for building and maintaining models
• Modelling of human users and operators
• Simulation and analysis of stochastic behaviour
• Models for validation and verification purposes
Needs
• Software tools for model management and for the integration of models from
different domains. Such model management requires meta-models
• Efficient simulation algorithms for system-wide simulation of large heterogeneous
CPSoS, including dynamic on-the-fly reconfiguration
• Global high-level modelling and simulation for performance and risk analysis
(including stochastic phenomena and the occurrence of abnormal states)
• Collaborative environments for competing companies
• Integration of legacy system simulations as well as open approaches for tight and
efficient integration and consolidation of data, models, and engineering tools
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Integrated engineering of CPSoS over
their full life-cycle
Challenges
• Separation between the design/engineering phases and operational stage is disappearing
• Asynchronous lifecycles of the constituent parts
• Components are developed independently/insufficient information on legacy systems
Needs
• New engineering frameworks that support the specification, adaptation, evolution, and
maintenance of requirements, structural and behavioural models, and realizations not
only during design, but over their complete life cycle
• Engineering frameworks supporting integrated cross-layer design for fault-resilient
management and control architectures spanning all automation hierarchies, and modelbased analysis facilities to detect design errors and to perform risk management
• Collaborative engineering and runtime environments to enable providers to jointly work
on aspects of the CPSoS while competing on others
• Open, easy-to-test interfaces and platforms for integration
• Semantic integration to simplify the interactions of existing
systems as well as the deployment of new systems
• Tools to demonstrate industrial business cases and application
results illustrating the benefits of CPSoS
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Establishing system-wide and key
properties of CPSoS
Challenge
• Establishment, validation, and
verification of key properties of CPSoS
Needs
• New approaches for dynamic requirements management during the continuous
evolution of a cyber-physical system of systems, ensuring correctness by design
during its evolution, and for verification especially on the system of systems level
• New algorithms and tools to enable the automatic analysis of complete, largescale, dynamically varying and evolving CPSoS
• Formal languages and verification techniques for heterogeneous distributed hybrid
systems including communication systems
• Theory for successive refinement and abstraction of continuous and discrete
systems so that validation and verification at different levels of abstraction are
correlated, and the joint use of assume-guarantee reasoning and simulation-based
(Monte Carlo) and exhaustive (model checking) verification techniques
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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The DYMASOS Engineering
Platform
RWTH Aachen
euTEXoo
TU Dortmund

This
Thisproject
projecthas
hasreceived
receivedfunding
fundingfrom
fromthe
theEuropean
EuropeanUnion’s
Union’sSeventh
SeventhFramework
ProgrammeProgramme
for research,
for
research,
technological
technological
development
development
and demonstration
and demonstration
underunder
grantgrant
agreement
agreement
No 611281.
no 611281.

DYMASOS Engineering Platform: Motivation
• Design, validation, and deployment of a distributed
management system for a complete CPSoS
–

Option 1: Use a solution by a large automation provider, such as
the Advanced Energy Solution (AES) suite by Honeywell

–

Advantages
•
•

–

Mature software solution
Well integrated with the
hardware/software ecosystem of the provider (e.g.
Honeywell)

But …
•

Algorithms are not the latest
developments
–

CPSoS management
solutions not available
SoS Workshop, May 28, 2015, Florence
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DYMASOS Engineering Platform: Motivation

•

But …
–

Hardware and software infrastructures of CPSoS are not
homogeneous

Automation
hardware /
software

Simulation

...

...
SoS Workshop, May 28, 2015, Florence
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Engineering Distributed Management of CPSoS
CPSoS Management
Methods
•

• Target complex CPSoS with many sub-systems and complex interactions
→ Distributed, hierarchical architectures • New methods not developed with focus on
integration with industrial hard/software
→ Complex communication structures

How can we validate novel, cutting-edge management methods on CPSoS
simulation models while …
– … re-using (possibly existing) simulation models of the CPSoS?
– … not having to implement the communication and automation architectures
manually?
– … being able to connect management methods to different CPSoS models
effortlessly?

•

How can we facilitate industrial applications of new management methods?
– Integration of management methods with industrial automation hardware
– Facilities for the handling, adaptation, and maintenance of CPSoS information
and management solution implementations
Industrial
Application

•
•

Complex hardware and software
infrastructures
Continuous evolution and reconfiguration
SoS Workshop, May 28, 2015, Florence
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The DYMASOS Engineering Platform (1)
Overview

CPSoS Management
Methods

•

• Target complex CPSoS with many sub-systems and complex interactions
→ Distributed, hierarchical architectures • New methods not developed with focus on
integration with industrial hard/software
→ Complex communication structures

DYMASOS Simulation and Validation Framework
– Re-use of (possibly existing) simulation models of the CPSoS
– Automatic generation of communication and automation
architectures
– Standard interfaces for integration with arbitrary simulation models
(and as a basis for industrial integration)

•

DYMASOS Information and Integration Framework

DYMASOS
Engineering
Support
Platform

– Integration of management methods with industrial automation
hardware
– Facilities for the handling, adaptation, and maintenance of CPSoS
information and management solution implementations

Industrial
Application

•
•

Complex hardware and software
infrastructures
Continuous evolution and reconfiguration
SoS Workshop, May 28, 2015, Florence
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The DYMASOS Engineering Platform (2)
Workflow

CPSoS Management
Methods

• Target complex CPSoS with many sub-systems and complex interactions
→ Distributed, hierarchical architectures • New methods not developed with focus on
integration with industrial hard/software
→ Complex communication structures

Information and
Integration Framework
Management
algorithms

•

Structure and information
modeling

Simulation and Validation
Framework

CPSoS
configuration •

Generation of CPSoS models
with distributed management

Management
algorithms

Model
Components

(black- or white-box)

•
•

Model-based validation and
iterative correction

Industrial hardware
integration

Topic of this talk
Industrial
Application

•
•

Complex hardware and software
infrastructures
Continuous evolution and reconfiguration
SoS Workshop, May 28, 2015, Florence
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The Simulation and Validation Framework (1)
CPSoS Model Structure

Validation models
SoS subsystem
Local Problem
Formulation
Design model
(abstract)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

SoS subsystem
Local Problem
Formulation
Design model
(abstract)

Coordination
Algorithm
Coordination
Problem
Formulation

Local Problem
Formulation
Design model
(abstract)

SoS subsystem

Model
connections

.
.
.

Communication

Model
connections

SoS subsystem

Local Problem
Formulation

.
.
.

Design model
(abstract)

.
.
.

.
.
.

.
.
.

SoS Workshop, May 28, 2015, Florence

.
.
.
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The Simulation and Validation Framework (2)
Overview

Modelica-based framework for the
systematic interconnection of

Validation models
SoS subsystem
Local Problem
Formulation

– Design / optimization and validation
models
– Local and global optimization problems
global coordination, local control

Developed based on
– Feedback by CPSoS management
developers and industrial users
– Literature surveys of existing distributed
management technologies

•

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

SoS subsystem
Local Problem
Formulation
Design model
(abstract)

Coordination
Algorithm
Coordination
Problem
Formulation

Local Problem
Formulation
Design model
(abstract)

Support for
– White-box models and (existing) black-box
models via co-simulation (FMI)
– Different communication architectures
– Different time discretization mechanisms

SoS subsystem

SoS subsystem

Model
connections

•

Design model
(abstract)

Local Control
Algorithm

.
.
.

Communication

Model
connections

•

Local Problem
Formulation

.
.
.

Design model
(abstract)

.
.
.

.
.
.

.
.
.

.
.
.

• Discrete-event, discrete-time

– Controller delay modeling
SoS Workshop, May 28, 2015, Florence
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The Simulation and Validation Framework (3)
Standard Interfaces

Modelica-based framework for the
systematic interconnection of

Validation models
SoS subsystem
Local Problem
Formulation

– Design / optimization and validation
models
– Local and global optimization problems
global coordination, local control

Developed based on
– Feedback by CPSoS management
developers and industrial users
– Literature surveys of existing distributed
management technologies

•

Local Problem
Formulation
Design model
(abstract)

Coordination
Algorithm
Coordination
Problem
Formulation

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

SoS subsystem
Local Problem
Formulation
Design model
(abstract)

Standard interfaces for
– The interconnection of the CPSoS
management system

Validation
model
(detailed)

SoS subsystem

SoS subsystem

Model
connections

•

Design model
(abstract)

Local Control
Algorithm

.
.
.

Communication

Model
connections

•

Local Problem
Formulation

.
.
.

SoS Workshop, May 28, 2015, Florence

Design model
(abstract)

.
.
.

.
.
.

.
.
.

.
.
.
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The Simulation and Validation Framework (3)
Standard Interfaces

Modelica-based framework for the
systematic interconnection of

Validation models
SoS subsystem
Local Problem
Formulation

– Design / optimization and validation
models
– Local and global optimization problems
global coordination, local control

Developed based on
– Feedback by CPSoS management
developers and industrial users
– Literature surveys of existing distributed
management technologies

•

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

SoS subsystem
Local Problem
Formulation
Design model
(abstract)

Coordination
Algorithm
Coordination
Problem
Formulation

Local Problem
Formulation
Design model
(abstract)

Standard interfaces for
– The interconnection of the CPSoS
management system
– The interconnection of physical models
and the management system

SoS subsystem

SoS subsystem

Model
connections

•

Design model
(abstract)

Local Control
Algorithm

.
.
.

Communication

Model
connections

•

Local Problem
Formulation

.
.
.

SoS Workshop, May 28, 2015, Florence

Design model
(abstract)

.
.
.

.
.
.

.
.
.

.
.
.
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The Simulation and Validation Framework (3)
Standard Interfaces

Modelica-based framework for the
systematic interconnection of

Validation models
SoS subsystem
Local Problem
Formulation

– Design / optimization and validation
models
– Local and global optimization problems
global coordination, local control
– Feedback by CPSoS management
developers and industrial users
– Literature surveys of existing distributed
management technologies

•

Local Problem
Formulation
Design model
(abstract)

Coordination
Algorithm

Developed based on

Standard interfaces will enable

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

Local Control
Algorithm

Validation
model
(detailed)

SoS subsystem

Coordination
Problem
Formulation

SoS subsystem
Local Problem
Formulation
Design model
(abstract)

SoS subsystem

Model
connections

•

Design model
(abstract)

.
.
.

Communication

– The connection of management methods to a variety of
validation models
– The integration of management systems with industrial
hardware (via the information/integration platform)

SoS Workshop, May 28, 2015, Florence

Model
connections

•

Local Problem
Formulation

.
.
.

Design model
(abstract)

.
.
.

.
.
.

.
.
.

.
.
.
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The Simulation and Validation Framework (3)
First Application Results

• Price-based distributed coordination of an integrated chemical
production site (INEOS)
– Iterative update of prices of shared resources between local controllers and
a site-wide coordinator
– Successful validation on a complete Modelica model of the site
• Integration of Matlab-based control algorithms

SoS Workshop, May 28, 2015, Florence
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The Information and Integration Framework
• Objectives
– Provision of a consistent CPSoS information
model for system and control structures,
physical dependencies, and data
→ Evolution, reconfiguration, and maintenance
management
→ Consistent structural and parameter
information for model generation within the
simulation and validation framework

– Integration of new management methods
into industrial environments via the
ACPLT/KS run-time platform and OPC-UA
• Connection using the standard interfaces of the
simulation and validation framework

SoS Workshop, May 28, 2015, Florence
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Outlook
Industrial Use Cases

System
Behaviour
Models

SoS Engineering
Tools

Simulation
Framework

Novel Management
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Publications
•

Arrangement of invited session at MATHMOD 2015 conference in Vienna

•

S. Nazari, C. Sonntag, S. Engell: A Modelica-based Modeling and Simulation
Framework for Large-scale Cyber-physical Systems of Systems, MATHMOD 2015.

•

D. Kampert, U. Epple: Challenges in the Modelling and Operation of Physically
Coupled Systems of Systems, MATHMOD 2015.

•

D. Kampert, S. Nazari, C. Sonntag, U. Epple, S. Engell: A Framework for
Simulation, Optimization and Information Management of Physically-Coupled
Systems of Systems, IFAC INCOM 2015.

•

S. Nazari, C. Sonntag, G. Stojanovski, S. Engell: A modeling, simulation, and
validation framework for the distributed management of large-scale
processing systems, PSE/ESCAPE 2015. In print.

Second DYMASOS Review, May 27th, 2015, Florence, Italy

10
1

Cognitive Cyber-physical Systems of
Systems
•

•

•

Need for improved situational awareness, however, gaining an overview
of the entire SoS is inherently complicated by the presence of
decentralized management and control
The introduction of cognitive features to aid both operators and users of
complex Cyber-physical Systems of Systems is seen as a key requirement
for the future to reduce the complexity management burden from
increased interconnectivity and the data deluge presented by increasing
levels of data acquisition
Requires research in a number of supporting areas to allow vertical
integration from the sensor level to supporting algorithms for information
extraction, decision support, automated and self-learning control,
dynamic reconfiguration features and consideration of the interactions
with operators and users

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Key Research Challenges
• Situational awareness in large distributed systems
with decentralized management and control
• Handling large amounts of data in real time to
monitor the system performance and to detect
faults and degradation
• Learning good operation patterns from past examples, autoreconfiguration and adaptation
• Analysis of user behaviour and detection of needs and
anomalies

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Situation awareness in large distributed
systems
Challenge
• Detect changes in demands subsystem behaviour and deal with
anomalies and failures within the system. Provide the operators with
information on the situation of the system.
Needs
• Key enablers are the introduction of novel, easy to install, low cost,
sensor technologies as well as robust communication protocols that can
deal with efficient transmission of individual data values from a
multitude of sensors to streaming of data at high data rates, e.g. for
vibration and video monitoring
• Model-based and model-free data analysis, recognition of patterns and
trends
• Switching between strategies according to the situation
• How to take into account the effects of the behaviour of not exactly
known distributed optimization and control systems and of human
operators or users?
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Handling large amounts of data in real
time to monitor the system performance
Challenge
• Management of the data deluge from the plethora of
installed sensors and computer systems and the fusion
of this with other information sources
Needs
• Analysis of large amounts of data in real time to
monitor system performance and to detect faults or
degradation
• Visualization tools to manage the complexity of the
data produced allowing managers to understand the
“real world in real time”, to manage risk and to make
informed decisions on how to control and optimize
the system

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Learning good operational patterns from
past examples
Challenge
• Huge amounts of data are recorded but
not used in operations. Operators use
heuristic knowledge.
Needs
• Aid system operators by incorporating
learning capabilities within decision
support tools to identify good
operational patterns from past examples
• Auto-reconfiguration and adaptation
features

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Analysis of user behaviour and detection
of needs and anomalies
Challenge
• CPSoS are socio-technical systems and as
such humans are an integral element of the
system
Needs
• Systems of systems need to be resilient to
the effects of the natural unpredictable
behaviour of humans
• There is thus a need to continuously
analyse user behaviour and its impact upon
the system to ensure that this does not
result in system disruption.
S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Future Cognitive CPSoS

• The end result of combining real world, real-time information for
decision support with autonomous control and learning features will be
to provide Cognitive Cyber-physical Systems of Systems
• These will support both users and operators by providing
– Situational awareness and situation dependent operator support
– Fault recognition and self-adaptation

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Summary
• Definition of cyber-physical systems of systems
• Real-world examples of cyber-physical systems of systems
• Research challenges:
– Distributed / coordinated management
– Support for engineering and re-engineering
– Cognitive cyber-physical systems – make use of “big data”

• Examples of ongoing research
– Constraint negotiation and price-based coordination
– DYMASOS engineering platform

•

Address problems where your research has an impact!

S. Engell - Research Challenges in Cyber-physical Systems of Systems
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Thank you very much for your
attention!
Let‘s discuss!

